
Sandbox Cloud

Deep Malware Analysis

Classification
Ransomware

Spreading

Phishing

Banker

Trojan / BotAdware

Spyware

Exploiter

Evader

clean

suspicious

malicious

ID: 113441

Sample: b19411d.js

Startdate: 29/03/2016

Architecture: WINDOWS

Score: 100

wscript.exe

started

System process
connects to

network (likely due to code
injection or exploit)

Deletes shadow
drive data

(may be related to ransomware)

Drops a file
containing

file decryption instructions
(likely related to ransomware)

Injects files
into Windows
application

greenellebox.com

87.98.188.110
OvhSystems

France

83.217.25.239

LtdIPTelecom
Russian Federation

185.75.46.4

QuickSoftLLC
Russian Federation

a1odk[1], PE32 b7uG0vk9g4qsBc5Z.exe, PE32

dropped dropped

b7uG0vk9g4qsBc5Z.exe

started

Processes exeeded maximum
capacity for this level.

1 process has been hidden.

started

notepad.exe

started

vssadmin.exe

started

rundll32.exe

started

Behavior Graph Live Interaction Execution Graph

401069

401bb6
#2726

4010eb

402529

401082
#609
#609
#641

402531

40253f

402538
#825

401177

401d61
#823

memset
#823

401064

401bc7

401bd7
GetCurrentThreadId

waveOutOpen

401bd3

4011e0

409bab

409bbd
PostQuitMessage

40100f

409916

409928
waveInStop

409924

409939
waveInReset

40994e
Sleep

409948

409968

40995d
waveInClose

409978
PostThreadMessageA

409984

40998e
PostThreadMessageA

40a016

40a085

40a113
GetStartupInfoA

40a126
GetModuleHandleA

40a2de
#1576

40a14a
exit

401168

401e08

4010ff

401e10

401e17
#825

401e1e

401e2b
#815

4010f0

409677
#609

409686
#825

40968d

4010f5

402593

4025ad

4025cf
#237940109b

4025d4

4025b5
#2514
#641

402435
#324

409b51
#823

memset
#823

4010fa

401c7c

401c88
waveOutUnprepareHeader

401cb6

401c9d
#825

401ca4
#825

4011d6

409668
EnableWindow

920000

920018

920009

920018
TheAPIchainshavebeensimplified

LoadLibraryA
CreateProcessW

NtReadVirtualMemory
VirtualAllocEx

WriteProcessMemory
SetThreadContext

ResumeThread
CreateFileW

TerminateProcess
CloseHandle

CreateToolhelp32Snapshot
Process32First
Process32Next

CreateFileA
VirtualAlloc
ReadFile

920012

920025

92200e
LoadLibraryA

922022

922f1e

923020
CreateFileW

9230d9

922f2a
CloseHandle

92306b
CreateFileW

9235c8

9230e2
CreateToolhelp32Snapshot923214

92317d
Process32First

9231c5
Process32Next

92308b
CreateFileW

9230a8
CreateFileW

9230c5
CloseHandle
CloseHandle
CloseHandle
CloseHandle

9231d9

923324
CreateFileA

92334a
CreateFileA

923368
CreateFileW

9233ad

9226dd
CreateProcessW

922722
NtReadVirtualMemory

9233bc
CreateFileW

9233e1

923453
CreateFileW

923476
VirtualAlloc

92346e

92349e
ReadFile

9234ac
CloseHandle
CloseHandle
CloseHandle

9235a4
VirtualAlloc

9227de
VirtualAllocEx

9227fb
VirtualAllocEx

WriteProcessMemory
WriteProcessMemory

922f11
TerminateProcess

92284b
WriteProcessMemory

9228ed
WriteProcessMemory

SetThreadContext

922e02
ResumeThread

9228a8
WriteProcessMemory

922ed8
CreateFileW

92351d

401596

40159b

4015bd
#817

4015b6
#825

407e7e

407e84 407e88

407f18

407cb1
CreateFileA

407df3
GetModuleFileNameA

CreateFileA

407e3c

40a31f

40a324

40a2f6
#1168

40a310

4011c2

409606

409644

409613
PostThreadMessageA
PostThreadMessageA

40105a

409c95

409cca

409cb7

409cc2
#825

409cac
mmioWrite

409cbb
#825

4010dc

4097db

4098c9

4097ef
GetCurrentThreadId

waveInOpen

409814

409843
waveInStart

409822
waveInPrepareHeader

waveInAddBuffer

40984f

409877

409869
PostThreadMessageA

409880
#823

memset
strcpy

memcpy
PostThreadMessageA

40b42c
#641 40102d

409be7

409bf1
#823

409c0b

4015fb
strcpy
#537

401621

401642

401647

401666
mmioDescend

40177c
#800

40169f
mmioDescend

401687
mmioClose

4016ed
mmioClose

4016c1
mmioRead

mmioAscend

401694

4016ff
mmioDescend

401721
ResetEvent

#1105

4010aa

402572

40257a
#4710

4010b4

4099c6

4099e1
waveInUnprepareHeader

409af3

409a08

409a11
#823

409a75

409a23
memcpy

#823

409a9e
#825
#825

409a84
GetCurrentThreadId

PostThreadMessageA

409aaf
sprintf

409a49
memcpy

GetCurrentThreadId
PostThreadMessageA

409a3d
#825

409acf

409ad6
waveInPrepareHeader

waveInAddBuffer

4018a2

4018b5

4018ac
SetEvent

4018d5

4018c9
mmioClose

40121c

401f5f

401f69
#1134
#2621

401f91

401050

401fef
#2514

4011a9

402048

4011db

402053

4010e6

40205e

401122

402069

40207c
PostThreadMessageA
PostThreadMessageA

4020fc

401082

402112

402487

402491
#324

#567 * 2
#1168
#1146

LoadIconA

4021f1

4021fb
#823

402219

40222f
#2256

4023a1

4023ab
#823

4023c9

4023d6
#2256

401041

402313

40231d
#823

40233b

40234c
#2256

402285

40228f
#823

4022ad

4022b5
#2256

4010d2

402195

40219f
#609
#609
#641

401aaf

401ac7
memset

#823

401b28
#518

401b37

4014b3

4014cb
strcpy

memset
memset

#823

401534

401528
#348

407e87

407e88

407cb1
CreateFileA

GetModuleFileNameA
CreateFileA

407f18

40b435
#609 401127

401465

40146f
#823

40148e

401489

4010d2
strcpy

memset
memset

#823
#348

401217

401def
#561

40108c

4018fa

401903
PostQuitMessage

4096ee

409e66

4096f8
memset

401005

401b82

401b91
#825

401b98

401221

401e63

401e84
PostThreadMessageA
WaitForSingleObject

401ea5

401eaf
PostThreadMessageA
WaitForSingleObject

401ed0

401efb

401eda
PostThreadMessageA
WaitForSingleObject

401f05
PostThreadMessageA
WaitForSingleObject

401f26

40119a

401a5b

401a65
#823

401a7f

401a89

401041
memset

#823
#518

4017f2

401809

401843

401812
#823

401820
mmioRead

40183a
#825

401847

401860
sprintf

Execution CoverageDynamic/Packed Code CoverageExecution Coverage

Fully Cloud Based, No Installation Effort, Ready to Go

Analysis on Windows, macOS, Linux and Android

Deep Malware Analysis - from API Calls to Single Opcodes
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Fully Cloud Based, no installation effort, ready to go
Deep Malware Analysis, unprecedented depth and detail of analysis
Analysis on Windows, macOS, Linux and Android
Analysis on virtual machines
VBA Instrumentation for deep Macro analysis
Hybrid Code Analysis, discovers hidden payloads and evasive behavior
Hybrid Decompilation, generates c-code from binary code
Execution Graph Analysis, visualizes the program code as a graph
Automation Cookbook, fully control the analysis of a malware sample and change the analysis environment
Live Interaction: Connect to the analysis machine and manually detonate malware
Joe Sandbox Hypervisor                uses latest hardware virtualization for deep and stealthy introspection
Joe Sandbox ML               Machine Learning and AI based malware detection

Highlights

Full integration via RESTful API to: upload, download, search, filter, alerts etc.
Example scripts in Python available
Yara editor: scans all downloads, uploads, memory dumps etc.
Sigma, Snort and Cookbook editors
Virustotal, Metadefender, Bro and Snort
Threat Intelligence: Anomali, Misp, TheHive, Splunk, Swimlane, ReliaQuest and many more
SOAR Integration: Cortex XSOAR, Splunk, Rapid7, Fortinet, Exabeam, ThreatConnect and many more
Enpoint Protection: Microsoft Defender, Crowdstrike, SentinelOne, Kaspersky and many more

APIs and Integration

Joe Security LLC 
business parc Reinach 
Christoph Merian-Ring 11 
4153 Reinach 
Switzerland 

Behavior Graphs, visualizes the behavior of the malware in a graph
High precision, low FP and FN for detection
Reports in multiple formats: HTML, PDF, XML, JSON, MAEC and MISP
2437+ behavior signatures, identifies and classifies key behavior
Extensive supplementary analysis data: memory dumps, dropped files, screenshots, unpacked PE files, 
Yara rules, strings, PCAP, shellcode, decompiled .Net and more
IDA integration to load memory dumps
Automated user behavior simulation, automatically clicks on buttons and other UI elements
HTTPS inspection, analyzes encrypted network traffic
Reporting system, notifies users based on detection or other events
User management, create and manage users, share reports
Fully private, no data and sample sharing

Key Features

Explore Joe Sandbox Cloud
Contact Joe Security to schedule a technical presentation or to receive a free 14-days trial 

for Joe Sandbox Cloud Pro.

Security
in fo@joesecur i ty.org
joe4security.blogspot.ch
twitter.com/joe4security
LinkedIn: Joe Security
Facebook: Joe Security


